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Creative Commons License 

You are free to Share - to copy, distribute, display, and perform the work under the following 

conditions: 

 Attribution. You must attribute the work in the manner specified by the author or licensor (but 

not in any way that suggests that they endorse you or your use of the work). 

 No Derivative Works. You may not alter, transform, or build upon this work. 

Notices and Disclaimers 

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL® PRODUCTS. NO 

LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS 

IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE 

FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL DISCLAIMS ANY 

EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING 

LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR 

INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT. 

A "Mission Critical Application" is any application in which failure of the Intel Product could result, 

directly or indirectly, in personal injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS 

FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU SHALL INDEMNIFY AND HOLD INTEL AND ITS 

SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND EMPLOYEES 

OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE 

ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, 

PERSONAL INJURY, OR DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, 

WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, 

OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS. 

Intel may make changes to specifications and product descriptions at any time, without notice. Designers 

must not rely on the absence or characteristics of any features or instructions marked "reserved" or 

"undefined". Intel reserves these for future definition and shall have no responsibility whatsoever for 

conflicts or incompatibilities arising from future changes to them. The information here is subject to 

change without notice. Do not finalize a design with this information. 

The products described in this document may contain design defects or errors known as errata which 

may cause the product to deviate from published specifications. Current characterized errata are 

available on request. 

Implementations of the I2C bus/protocol may require licenses from various entities, including Philips 

Electronics N.V. and North American Philips Corporation. 

Intel and the Intel logo are trademarks of Intel Corporation in the U.S. and other countries. 

* Other names and brands may be claimed as the property of others. 

Copyright © 2017, Intel Corporation. All rights reserved. 
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User Mode Privileged Commands 

A subset of the commands are privileged. These commands may be issued only from a privileged batch 

buffer or directly from a ring. Batch buffers in GGTT memory space are privileged and batch buffers in 

PPGTT memory space are non-privileged. On parsing privileged command from a non-privileged batch 

buffer, a Command Privilege Violation Error is flagged and the command is dropped. Command Privilege 

Violation Error is logged in Error identity register of command streamer which gets propagated as 

“Command Parser Master Error” interrupt to SW. Privilege access violation checks in HW can be disabled 

by setting “Privilege Check Disable” bit in GFX_MODE register. When privilege access checks are disabled 

HW executes the Privilege command as expected. 

 User Mode Privileged Commands 

User Mode Privileged Command Function in Non-Privileged Batch Buffers Source 

MI_UPDATE_GTT Command is converted to NOOP. *CS 

MI_STORE_DATA_IMM Command is converted to NOOP if Use Global GTT is 

enabled. 

*CS 

MI_STORE_DATA_INDEX Command is converted to NOOP. *CS 

MI_STORE_REGISTER_MEM Register read is always performed. Memory update is 

dropped if Use Global GTT is enabled. 

*CS 

MI_BATCH_BUFFER_START 
Command when executed from a batch buffer can set 

its “Privileged” level to its parent batch buffer or lower. 

Chained or Second level batch buffer can be 

“Privileged” only if the parent or the initial batch buffer 

is “Privileged”. This is HW enforced. 

*CS 

MI_LOAD_REGISTER_IMM Command is converted to NOOP if the register 

accessed is privileged. 

*CS 

MI_LOAD_REGISTER_MEM 
Command is converted to NOOP if Use Global GTT is 

enabled. 

Command is converted to NOOP if the register 

accessed is privileged. 

*CS 

MI_LOAD_REGISTER_REG Register write to a Privileged Register is discarded. *CS 

MI_REPORT_PERF_COUNT Command is converted to NOOP if Use Global GTT is 

enabled. 

Render CS 

PIPE_CONTROL 
Still send flush down, Post-Sync Operation is NOOP if 

Use Global GTT or Use “Store Data Index” is enabled. 

Post-Sync Operation LRI to Privileged Register is 

discarded. 

Render CS 

MI_SET_CONTEXT Command is converted to NOOP. Render CS 
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User Mode Privileged Command Function in Non-Privileged Batch Buffers Source 

MI_ATOMIC Command is converted to NOOP if Use Global GTT is 

enabled. 

Render CS 

MI_COPY_MEM_MEM Command is converted to NOOP if Use Global GTT is 

used for source or destination address. 

*CS 

MI_SEMAPHORE_WAIT 
Command is converted to NOOP if Use Global GTT is 

enabled. 

*CS 

MI_SEMAPHORE_WAIT Command is converted to NOOP, if Register Poll is 

enabled 

*CS 

MI_ARB_ON_OFF Command is converted to NOOP. *CS 

MI_DISPLAY_FLIP Command is converted to NOOP. *CS 

MI_CONDITIONAL_BATCH_BUFFER_END Command is converted to NOOP if Use Global GTT is 

enabled. 

*CS 

MI_FLUSH_DW Still send flush down, Post-Sync Operation is converted 

to NOOP if Use Global GTT or Use “Store Data Index” 

is enabled. 

Blitter CS, Video 

CS, 

 Video 

Enhancement CS 

Parsing one of the commands in the table above from a non-privileged batch buffer flags an error and 

converts the command to a NOOP. 

The tables below list the non-privileged registers that can be written to from a non-privileged batch 

buffer executed from various command streamers. 

User Mode Non-Privileged Registers for Blitter Command Streamer (BCS)  

MMIO Name MMIO Offset Size in DWords 

BCS_GPR 0x22600 32 

BCS_SWCTRL 0x22200 1 

This table represents the Base offset for Video Command Streamers and Media Engine message range: 

Unit MMIO Base Offset Description 

VCS/MFC 0x12000 Video Command Streamer 0 

VCS1/MFC1 0x1C000 Video Command Streamer 1 

VECS 0x1A000 Video Enhancement Command Streamer 

HUC 0xD000  

HEVC 0x1E900  
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User Mode Non-Privileged Registers for Video Enhancement Command Streamer (VECS)  

MMIO Name MMIO Base MMIO Offset Size in DWords 

VECS_GPR VECS 0x600 32 

User Mode Non-Privileged Registers for Video Command Streamer (ALL VCS) 

MMIO Name Unit Base MMIO Range Size in DWords 

VCS_GPR VCS 0x600 32 

MFC_VDBOX1 VCS 0x800-0xFFF 512 

HuC HUC 0x0A0 4 

HuC HUC 0x064 1 

HuC HUC 0x080 1 

HEVC HEVC 0x00 64 

HEVC-Enc HEVC 0x00 64 

 


